DDNS

To use the DDNS function, you must put your DVR system into the WAN. In the circumstance that your
DVR system is behind a router or gateway, you need to open the port on that router for DVR system
behind it.

1. Router configuration

Contact your network administrator, or call technical support for the configuration on router, if you not
sure how to configure your computer.

There are two ways to put the DVR system into WAN with router: Virtual Service and DMZ.

Virtual Service used to put one service of a host in LAN to WAN, but when there are many services, using
Virtual service will be complex, then you can use DMZ to set the host as a DMZ host.

Both the two ways can put the DVR system behind router into WAN.

Take D-LINK Router for example:

1.1 Virtual Service

log on the router. Select “Advanced” tab on the top, and click on “Virtual Service” bottom on the left. The
following page will be display. The screen might be very different regarding to the different model of

routers.
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Notice: do not copy the configuration above; it is different according setting on each router.
The picture above shows an example for how to open the service port on router for a DVR in local
network.
€ Check the “Enabled” radio button.
€ In “Name” box, type in a name for this router’ entry, in above example, | type in “myDVR’s
remote service”.
€ In “Private IP” box, type in the IP address of DVR system, which is the IP address you type in
“IP ADDRESS” filed in “Network” setting menu on DVR. In above example, | type in
“192.168.0.102".
€ Select “TCP” in “Protocol Type” drop down menu.
€ In both “Private Port” and “Public Port”, type in the service port number, in above example, it is
4000. The port is the port that you put in “TCP PORT” field in “NETWORK” menu on the DVR.



€ Select “Always” radio button.
After click “Apply”, the service port 4000 will be opened on the router for the DVR on 192.168.0.102. The
DVR Net View and other client tools will be able to connect to this DVR from public network by
connecting to the router’s IP address and TCP port.
Follow the same process, add another entry for HTTP port service. After this service port is open, the
web browser client from public network will be able to connect to this DVR by connecting to the router’s
IP address.

1.2 DMZ

log on the router. Select “Advanced” tab on the top, and click on “DMZ” bottom on the left. The following

page will be display. The screen might be very different regarding to the different model of routers.
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Notice: do not copy the configuration above; it is different according setting on each router.

The picture above shows an example for how to open the service port on router for a DVR in local
network.

@ Check the “Enabled” radio button.

€ In “IP Address” box, type in the IP address of DVR system, which is the IP address you type in

“IP ADDRESS” filed in “Network” setting menu on DVR. In above example, | type in “10.1.1.10".

After click “Apply”, all the services will be opened on the router for the DVR on 10.1.0.10. The DVR Net
View and other client tools will be able to connect to this DVR from public network by connecting to the
router’s IP address.



2. DDNS with dyndns

2.1 Please visit the dyndns server website(www.dyndns.com) and register a user, add a domain name

as below:
o D DNS Logged In User: allen34
About Services Account Support News
My Account ¥
Host Services Add New Hostname - Host Update Logs
iy Services
Dyriarric DNS Pro Hostname Service Details Last Updated
Intermet Guide allen34. dyndrs.org Host 60.191.94.124 Jan, 04, 2010 12:17 &M
SLA
Premier Support

Host Services
Dynamic DS hosts, WebHop
URL Forwarding

Spring Server WPS
MalHop Outbound
Recursive DNS
Network Moritoring
SEL Certificates
Renew Services

Auto Renew Settings
Sync Expirations

Account Settings

Billing

& My Cart
@ 0 items

2.2 Search the DNS server’s IP address:
1) You need a PC connect the modem directly, and confirm your PC and login internet.
2) You enter the cmd state, (click “start—run—input “cmd™, then click enter).
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!'ﬂ_- Administrative Tools

. Connect To
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3) Input the order: ipconfig/all, then enter:



v C:AWINDOWS\system32\cmd.exe =

icrosoft Windows RP [Uersion 5.1.268081]
opyright 1985-28801 Microsoft Corp.

:Documents and Settings\29807»ipconfig Asall,,

=+ C:\WINDOWS\system32\cmd.exe

IC:\Documents and Settings\?9887>ipconfig ~

Jindows IP Conf iguration

Hast Mame . . . . . 2 win?2@887
Primary Dns Suffix dahuatech.com

IP Routing Enabled. . Ho
WINS Proxy Enabled. . . Mo
DHE Suffix Search Lit dahuatech.com

et adapter Local Area Co sion

specific S Suffix
Description . . . . ] 1 I Broadcom NetX¥treme 57xx Gigabit

Physical Address. ” . BB-1E-C?-37-32-F2

Dhcp Enabled. . . No

IP Address. . . . = 18.15.5.186

Subnet Mask . . . 2 8.8

Default Gateway . " : 18.15.8.1

DNS Sewrvers . . . 18.1.2.88
18.1.2.81

:NDocuments and Settings\

4) You can receive the DNS servers IP address:
E.p: 10.1.2.80 or 10.1.2.81

2.3 Setup the DNS menu on web client as below, and input the DNS servers IP address in this blank.



Configuration
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2.4 Setup the DDNS menu on web client as below, input the domain name, port, username, password

and dyndns server IP in the blank. There are two ways to setup the menu:

Configuration

E’ Control Fanel DDHz

= [Bf Query System Info DDHS Type Dymdns IINS v |V Enable
[Zf VERSION
@f HOD IKEO Server IF |members. dyndns. org

Bf 1o Port 0 1785535
= |'f System Config
[[7] GEHERAL Domain Hame illend4. dyndns. org
ENCODE
g SCHEDULE User Hame allen34
—I [ 7] FETHORE Pazzword ko

[ EMATL .
:,g! i Hlive 300 130000

[0 Has
[L5] HTE
[ =] ALAEM CEWTER
[7] ALAFN
(5] DETECT
[ 7] BANSTILT/ZOOM
["7] DEFAULT/EACKLF
- &y ADVANCED
[ 7] HOD MANAGEMENT
(-] ABHORMITY
[7] Alarm I/0 Config
7] Record
(5] ACCOUNT
[ 7] SHAPSHOT
[7] AUTO MATHTEHANCE Save Refresh
—|-[ 7] ADDTIONAL FUNCTION
7] Preferred DHS

You can also setup the menu like this:



Configuration

:'z'l"l Contrel Panel IDES
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1 DEFAULT,BACEUF
= & ADVANCED
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] Klarm I/0 Config
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|71 SHAFSHOT
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= || ADDTIONAL FUNCTION
[ 1 Preferred DS

Save BRefresh

Note:

1) The IP address 204.13.248.112 is the server IP of members.dyndns.org, you can have a try to ping
members.dyndns.org, and you will see the IP.

2) The port of DDNS must be 80, the reason is as below.
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Perform Update

DNS Update APT

Flow Diagram when a change in IP address is found or & user alters any of their seftings, the client should perform an update. All updates are sent
Detect 1P Charige using a well-formed HTTP request. DynDMS will pass back a return code that the client needs to parse. The update 4PT is a REST-
Perform Update based system.
Process Return
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- My Cart 7
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would be: Mellend o -Router 25001 - 1.1

Examples

These exarnples are provided only as samples, See REC 2616 for information about the HTTP Protocal,




2.5 The configuration is ok. You need wait for five minutes. Then login in the dyndns website to check
whether this domain name have received the IP address as below.

E.p: allen34.dyndns.org have received the IP address 60.191.94.124

o Dyn DNSCO"’ Logged In User: allen34
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3. DDNS with No-IP

Please double click NO-IP DDNS to go to the configuration interface you can see an interface is shown

as in Figure 1.

DDNS e

DDNS Type NO-IP DDNS |~ Enable
Server IP

Port

Domain Name

User Name

Password

Cancel

Figure1 NO-IP DDNS

. DDNS Type: You can select from the dropdown list. There are five options: No-IP, DynDNS, CN99,
Private and Oray.

e Server IP: You can use ping command to get server’s IP

. Port: input server port here.

. Domain Name: Get the domain name you get from your DDNS service provider.

. User: Get the user name you get from your DDNS service provider.

. Password: Enter corresponding password.

Highlight the icon | in front of Enable to enable the DDNS server configuration.

No-IP DDNS example: it's a system of dynamic DNS service. If you do not have a Static IP address on
the Internet, you need to have a dynamic IP. It is to say your IP address changes after a certain period of
time.

You can follow the steps listed below to display image on your DVR even your IP is dynamic.

You need to use a DDNS service and create a domain name that is not necessarily direct use the IP
address.

After completed configuration in the DVR, DDNS service can constantly inform the latest DVR’s
connection IP, and modify its IP on the table of data from the server. Then we have a constant domain
name in the Web browser, along with the HTTP port, send a request to identify the car IP of the domain

name typed. The server will direct the domain name to the IP connection, thus allowing access to the



DVR which does not have a fixed IP in the network.

Note: It is important to note that to gain access to the DVR in a local network, it is hecessary to achieve
the redirect the port of your modem or router to your DVR.

To receive domain name in the No-IP DDNS service, please follow the steps listed below.

3.1 Please visit www.no-ip.com; the page of No-IP appears as below. See Figure 2.

fome | “Download Services Support Company
User Login

Managed DNS

No-IP Plus, the complete managed DNS solution.

B Easy 1o use interface. @ Complete control over your domain
B FREE dynamic DNS update client. B Includes 50 hosts/sub domains

More Info. |- Buy Now

Figure 2 NO-IP

3.2 Left click mouse on the “Create Account” button, account Information interface is shown as in Figure

3

o =
£
[ ;pw noip
= L 4y 4 THome | Download Services Suppornt Company

No-IP is Free, Sign up Now!

* Create Your No-IP Account

If you already have an account then you can (sian in b

~ i
@ Account Information:
Email
Password:

Confirm Password

i) About You:
First Name: | |

Last Name:

How did you hear at

Zip/Post

Figure 3 Account Information

3.3 Fill in the requested fields and click 1 Accept button. Then you can get an email containing
username and password. You can use this account to access the service.
3.4 Open the e-mail sent by trusted rmacgédo No-IP and double-click the link that is below the phrase "To

activate your account please click the following URL:" in the body of the email. See Figure 4.



Assunto:  No-IP.com Activation

-
Congratulations, the No-IP account 'henrique@intelbras.com.br' has been created. To activate your account
please click on the activation URL below.
No-IP's basic dynamic DNS service is free, made possible by our paid services. If you are interested in
dynamic DNS for your own domain please consider our No-IP Plus service. For more information about our paid
services visit http://www.no-ip.com/services .
To activate your account please click the following URL
http://www.no-ip.com/activate?lid=ebaecf8ecciadasa
Remember that you can use our dynamic update client to automatically update your host when your dynamic IP
address changes. You can download the client at http://www.no-ip.com/downloads.php . =
If you have any further questions, please refer to our FAQ at http://www.no-ip.com/fag.php and guides section
at http://www.no-ip.com/guides.php. If you still have questions contact support by opening a trouble ticket at
http://www.no-ip.com/ticket/ .
Thank you for choosing No-IP.com

=

Figure 4 E-mail received

3.5 Now you can see an interface is shown as in Figure 5. You have successfully created an account.

= provides Tiome ™ “Download ~ Services Support | Company

o-IP is Free, Sign up Now!

Home * Free Signlp
+ Account Confirmed!

Your account has been confirmed and is now ready for use. Please use the login box above to |ogin to your account.

Please note: Your No-IP Free host names must be updated every 60 days to keep your account active For an account with no expiration and many other
benefits consider No-IP Enh

Figure 5 Account Confirmed

3.6 In Figure 5, click to sign and enter the email address and password you get earlier. Click “login” to
sign up, you can see the welcome interface and configuration option of account. See Figure 6. You can

highlight manage host item.

3 Your No-IP

Henrique, welcome to your No-IP! Last Login: from #

Yau have successhlly lagged into NedP's member saction To #1an wting ModP's senicas selact an icon balow of choase
an item from the navigation above.

g @ @ & & &

* Sugport Center

el Manage Damains Adel Domain Huler Friend A Husd Manage: Hosts

Figure 6 Configuration option of account
3.7 The Manage Hosts interface is shown as in Figure 7. Click the Add Host button you can access the

creation of a domain name.



ﬂ Manage Hosts

Current Hosts: 0 of 5 Heed More Hosts? Enhance Your Account!

* Upgrade by Enhanced Host IFURL Action

- e Hosts By Domain
T, Noed mdundancy

Jor your mal server?
Click hurw for more infa

~No Hosts —

Figure 7 Manage hosts

3.8 In Figure 8, input corresponding host name in the filed. You can use this name to access DVR from
an external network. In the field to the right of the name, select the desired area. This is your domain

name for access to the DVR. Click “Create Host” button at the bottom of the page.

¥ gAdd a host

+ Manage Hosts

Fill out the following fields to configure your host After you are done dlick ‘Create Host' to add your host
+ Manage Groups
+ Download Client

+ Own a domain name?
+ Upgrade to Enhanced

Use your own domain name with our DNS system. Add your domain name now or read more for pricing and features.

™%
L Nmm""fj”w Hostname Information
i for your mail server?

| Click here for moreinfa Hosthames

noipbiz =3 a

HostType: @ DNSHost(4) @ DNSHost(Round Robin) © DNS Alias (CNAME) a9
247 Server Monitoring

¥ and Failover ) Port 80 Redirect © Web Redirect

Click here for more info
IP Address: a

2 Need Help? Assign 1o Group: No Group - [ Configure Groups =1

* Support Center Enable Wildcard: Wildcards are a Pius / Enhanced feature. Lig

+ Basic Troubleshoating

Guide
* Support Ticket +! Accept Mail for your Domain
*+ Contact Us

LetNo-IP do the dirty work. Setup POP or forwarding for your name.

Mail Options
Mohe WX Priority
Erterthe name of your externai mail exchangers (mx records) as hosinames not IP addresses

5 - @

If you would like a more MX records, please upgrade to No-IP Plus or Enhanced

“Create Host

Figure 8 Domain name
3.9 Now you can see an interface is shown as in Figure 9. Here you can view domain name and the
computer's current IP setup. If you already have a domain name equal to trusted, you must define

another name for the host.



* Hosts/Redirects

= ;
IIHHEEEHE%!IIII faiinnaruage Hosts

+ Add Host

+ Manage Hosts

+ Manage Groups i; tost i BaABlsl no i ki craatd

+ Download Client

+ Upgrade to Enhanced

Current Hosts: 1 of 5 Need More Hosts? Enhance Your Account!
Need redundancy
|~ for your mail server? Host IPJURL Action
'24]7 Server Monitoring no-ip.biz
¥ and Failover
Y o Tor miore N vd165480stno-ip.biz 200.200.200.198 | [# Modity J§ Remo
T c

Figure 9 Host successfully created

3.10 Now you need to define the definition of the server's IP in IP-DVR able to access this service DDNS.
To get DDNS service, you need to have a computer connected to the Internet on the same network with
DVR. Then please type the command dynupdate. no ping-ip.com at the command prompt, Windows ®.
The server's IP will be displayed on the screen. See Figure 10. Your DVR can use this IP to find the

No-IP server.

C:x>ping dynupdate.no—dip.com
Disparando dynupdate.no—ip.com [[284.16.252.79]1|com 32 bytez de dados:

Hesposta de 204.16.252.79: hytes=32 tempo=389m=z TTL=235
Hesposta de 204.16.252.79: buytes=32 tempo=318ms TIL=235
Hesposta de 204.16.252.79: hytes=32 tempo=384ms TTL=235
Resposta de 204.16.252.7%9: bhytes=32 tempo=32%ms TTL=235

Fstatisticas do Ping para 204.16.252.79:
Pacotes: Enviades = 4, Recebidos = 4, Perdidos = 8 (82 de
perdal,
Aproximar um ndmero redondo de vezes em milissegundos:
Minimo = 304ms,. Maximo = 329msz, Média = 31G5ms

C:N>

Figure 10 Ping dynupdate.no-ip.com

3.11 Please go to the DVR and access the MAIN MENU> SETTING> NETWORK> DDNS. Input server

IP you get in the above step. Select the DDNS Type as No-IP DDNS and highlight the icon =] in front

of Enable to enable the DDNS function. Now fill the fields as described below, and click OK to save
current setup.

« Server IP: Enter the IP noted in step 10.

« Port: Enter the port 80.

« Domain Name: Enter the domain name created in step 8.

« User: Enter your username (email address) created in step 3.

* Password: Enter the password created in step 3.

The figure Configuration file of No-IP is shown as in Figure 11.



DDNS =

DDNS Type NO-IP DDNS |~| [l Enable
Server IP 204.16.252.79
Port 80

Domain Name |dhdvr.no-ip.com

User Name username

Password (TT 1Y}

Cancel

Figure 11

3.12 Now you have completed DVR setup. Open Internet Explorer ® in another foreign network with
Internet access, unlike the network where the DVR is connected to, you need to follow the steps listed
below:

1). Enter the address into your browser: http://nome the field created in step 8. For example:

http://vd16s480st.no-ip.biz

2). If the DVR HTTP port is 80, just type the domain name. Otherwise, enter in the browser address
as: http://nome the field created in Step 8: port number of HTTP. For example:

http://vd16s480st.no-ip.biz:9090

3). Press Enter. The system will ask install application webrec.cab control or not. Please click Yes to
perform a successful connection.

4). If the page does not appear on the computer screen, you nheed to lower your system safety setup.
From Tools> Internet Options> Security, select Internet and then click Custom Level, you can enable

ActiveX controls. See Figure 12. Then open your browser and re-enter the domain name of the DVR.


http://vd16s480st.no-ip.biz/
http://vd16s480st.no-ip.biz:9090/

rnet Options [?]

| meneral | Security |Prwacy | Content || Connections | Programs | Advanced |

Security Settings - Internet Ione

Settings
Select a zone ko view or change security settings. 8 Disable A
Enable
~
e Q VI = ¢ Download signed Active) controls (not secure)
@ Disable
Inkernet Local intranet Trusted sites % 8 bl
< =)
= = E = ) Prompt (recommended)
rnt i ¢, Download unsigned Activel controls {nat secure)
y . . Sites Ld|
This zone is For Internet websites, O Disable (recommended)
except those listed in brusted and
restricted zones. g Enatlle {not secure)
Prompt
Security level For this zone L]l gihahze;n? script A(t:eé()mntmls not marked as safe for s
Disable {recommende
Allowed levels for this zone: Medium ta High T ay—_—
- | - Medium-high @ R
l P gonpionatelioymostuensies # Run Active controls and plug-ins
L‘—" - Prompts before downloading potentially unsafe & -~ v
Pk : fedririchvsbw serwed | 3
- Unsigned Activex controls will not be downloaded = L
*Takes effect after you restart Internet Explorer
_ Reset custom settings
Custam level.. Default level
S S Reset ol | Medium-high (default) he | [ Reset...
Reset all zones to default level
[ [s]4 ] [ Cancel ] [ Apply ]

Figure 12 Lower security settings



