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Important 

The following functions are for reference only. Some series products may not support all the functions 

listed below.  

 

Cybersecurity Recommendations 

1. Change Passwords and Use Strong Passwords 

The number one reason systems get ñhackedò is due to having weak or default passwords. It is 

recommended to change default passwords immediately and choose a strong password whenever 

possible. A strong password should be made up of at least 8 characters and a combination of special 

characters, numbers, and upper and lower case letters. 

 

2. Update Firmware 

As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera 

firmware up-to-date to ensure the system is current with the latest security patches and fixes. 

 

ñNice to haveò recommendations to improve your network security 

 

1. Change Passwords Regularly 

Regularly change the credentials to your devices to help ensure that only authorized users are able to 

access the system. 

 

2. Change Default HTTP and TCP Ports: 

ǒ Change default HTTP and TCP ports for systems. These are the two ports used to communicate and 

to view video feeds remotely. 

ǒ These ports can be changed to any set of numbers between 1025-65535. Avoiding the default ports 

reduces the risk of outsiders being able to guess which ports you are using. 

 

3. Enable HTTPS/SSL: 

Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices 

and recorder. 

 

4. Enable IP Filter: 

Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing 

the system. 

 

5. Change ONVIF Password: 
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On older IP Camera firmware, the ONVIF password does not change when you change the systemôs 

credentials. You will need to either update the cameraôs firmware to the latest revision or manually 

change the ONVIF password. 

 

6. Forward Only Ports You Need: 

ǒ Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of numbers 

to the device. Do not DMZ the device's IP address. 

ǒ You do not need to forward any ports for individual cameras if they are all connected to a recorder on 

site; just the NVR is needed. 

 

7. Disable Auto-Login on SmartPSS: 

Those using SmartPSS to view their system and on a computer that is used by multiple people should 

disable auto-login. This adds a layer of security to prevent users without the appropriate credentials 

from accessing the system. 

 

8. Use a Different Username and Password for SmartPSS: 

In the event that your social media, bank, email, etc. account is compromised, you would not want 

someone collecting those passwords and trying them out on your video surveillance system. Using a 

different username and password for your security system will make it more difficult for someone to 

guess their way into your system. 

 

9. Limit Features of Guest Accounts: 

If your system is set up for multiple users, ensure that each user only has rights to features and 

functions they need to use to perform their job. 

 

10. UPnP: 

ǒ UPnP will automatically try to forward ports in your router or modem. Normally this would be a good 

thing. However, if your system automatically forwards the ports and you leave the credentials defaulted, 

you may end up with unwanted visitors. 

ǒ If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be 

turned off regardless. Disabling UPnP is recommended when the function is not used in real 

applications. 

 

11. SNMP: 

Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for 

tracing and testing purposes only. 
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12. Multicast: 

Multicast is used to share video streams between two recorders. Currently there are no known issues 

involving Multicast, but if you are not using this feature, deactivation can enhance your network security. 

 

13. Check the Log: 

If you suspect that someone has gained unauthorized access to your system, you can check the system 

log. The system log will show you which IP addresses were used to login to your system and what was 

accessed. 

 

14. Physically Lock Down the Device: 

Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve 

this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key. 

 

15. Connect IP Cameras to the PoE Ports on the Back of an NVR: 

Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and 

cannot be accessed directly. 

 

16. Isolate NVR and IP Camera Network 

The network your NVR and IP camera resides on should not be the same network as your public 

computer network. This will prevent any visitors or unwanted guests from getting access to the same 

network the security system needs in order to function properly. 

 

Electrical safety 

 ̧ All installation and operation should conform to your local electrical safety codes.  

 ̧ The power source shall conform to the requirement of the Safety Extra Low Voltage (SELV) 

standard, and supply power with voltage rated by DC 12 V or AC 24 V according to the Limited 

power Source requirement of IEC60950-1. Please note that the power supply requirement is 

subject to the device label. 

 ̧ Make sure the power supply is correct before operating the device.  

 ̧ A readily accessible disconnect device shall be incorporated in the building installation wiring  

 ̧ Prevent the power cable from being trampled or pressed, especially the plug, power socket and the 

junction extruded from the device.  

 ̧ We assume no liability or responsibility for all the fires or electrical shock caused by improper 

handling or installation.  

 

Environment 
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 ̧ Do not aim the device at strong light to focus, such as lamp light and sun light, otherwise it might 

cause over brightness or light marks, which are not the device malfunction, and affect the longevity 

of Charge Coupled Device (CCD) or Complementary Metal-Oxide Semiconductor (CMOS). 

 ̧ Do not place the device in a damp or dusty environment, extremely hot or cold temperatures, or the 

locations with strong electromagnetic radiation or unstable lighting. 

 ̧ Keep the camera away from water or other liquid to avoid damages to the internal components.  

 ̧ Keep the indoor device away from rain or damp to avoid fire or lightning.  

 ̧ Keep sound ventilation to avoid heat accumulation. 

 ̧ Transport, use and store the device within the range of allowed humidity and temperature.  

 ̧ Heavy stress, violent vibration or water splash are not allowed during transportation, storage and 

installation. 

 ̧ Pack the device with standard factory packaging or the equivalent material when transporting the 

device.  
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1 Product Overview 

The common networking mode for IPC is to connect IPC to PC via switch or router. The common 

network mode is shown in Figure 1-1. 

 

Figure 1-1 

Before you have access to network camera via the Internet, you need to acquire its IP address. Users 

can search IP address of network camera via Quick Config Tool. 
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2 Initial Config 

In this chapter it is to introduce the device initial config operation, which includes device initialization, 

login device, log out WEB interface and password reset. 

 

2.1 Device Initialization 

It needs to implement device initialization when you use the device for the first time. Here it is to take 

WEB operation as an example to introduce device initialization. You can also initialize device via Quick 

Config Tool, NVR and platform etc. 

Note 

In order to guarantee device safety, please keep admin login password properly after device 

initialization, and modify the password regularly. 

Step 1 

Open IE browser, input camera IP address in the address bar and click Enter. 

The system will display the interface of Device Initialization after it is connected successfully, which is 

shown in Figure 2-1.  

Note 

The default IP address is 192.168.1.108. 

 

Figure 2-1 

Step 2 

It is to set admin login password, please refer to Table 2-1 for more details. 
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Parameter Note 

User name The default user name is admin 

Password The password ranges from 8 to 32 digitals. It can contain letters, numbers 
and special characters (excluding ñ'ò,ñ"ò,ñ;ò,ñ:ò,ñ&ò) . The password shall 
contain at least two categories. Usually we recommend the strong 
password. 

Confirm 
password 

Email 
Input an email address for reset password purpose. In case you forgot 
password in the future, input the security code you got on the assigned 
email to reset the password of admin. 

Table 2-1 

Step 3 

Click Save. 

The system will display the interface of End-User License Agreement, which is shown in Figure 2-2. 

 

Figure 2-2 

Step 4 

Select I have read and agree to all terms and click Next. 

The system will display the interface of Easy4iP, which is shown in Figure 2-3. 
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Figure 2-3 

Step 5 

Click Save and device initialization is completed. 

 

2.2 Login and Logout 

Here it is to introduce device login and WEB interface logout via browser, it is to take IE Explorer 8 as 

an example to make introduction. 

2.2.1 Log in WEB Interface 

Users can make operations such as live, playback and config upon the device after logging in device 

WEB interface via browser. 

Note 

 ̧ It can log in WEB interface after device initialization is completed. 

 ̧ It will prompt to install plug-in when logging in the system for the first time, please download and 

install plug-in according to prompt. 

Step 1 

Open IE browser, input camera IP address in the address bar and click Enter button. 

The system will display the Login interface after it is successfully connected, which is shown in Figure 

2-4. 
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Figure 2-4 

Step 2 

Input the password of admin user. 

Step 3 

Click Login. 

It will display the Live interface after it logged in successfully, which is shown in Figure 2-5. 

Note 

Different devices have different functions with different interface display; please refer to the actual 

interface for more details. 
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Figure 2-5 

2.2.2 Logout 

Click Logout and return to WEB login interface. After logging in the device WEB, the system will 

hibernate automatically if it fails to operate the device for a period of time. It can recover to normal 

working status quickly after entering password. 

 

2.3 Reset Password 

Users can reset password via reserved email when you forget the password of admin user. 

Step 1 

Open IE browser, input camera IP address in the address bar and click Enter button. 

The system will display the Login interface after it is successfully connected, which is shown in Figure 

2-6. 
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Figure 2-6 

Step 2 

Click Forgot password? 

The system will display the interface of Reset Password, which is shown in Figure 2-7. 

 

Figure 2-7 

Step 3 

Reset login password. 

Scan the QR code according to the interface prompt and acquire security code, then input the security 

code which is received via your reserved email. 

Caution 
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 ̧ Please use the security code to reset the password within 24 hours after you received the security 

code via your reserved email. Otherwise the security code will be invalid. 

 ̧ If you fail to use security code for twice continuously, then the system will prompt that it fails to 

acquire security code for the third time. It needs hardware to restore device default setting or wait 

for 24 hours and acquire it again if it needs to use the device normally. 

 

Step 4 

Click next. 

The system will display the interface where you can set the new password, which is shown in Figure 2-8. 

 

Figure 2-8 

Step 5 

Reset Password and Confirm Password. 

The password ranges from 8 to 32 digitals. It can contain letters, numbers and special characters 

(excluding ñ'ò,ñ"ò,ñ;ò,ñ:ò,ñ&ò) . The password shall contain at least two categories. Usually we recommend 

the strong password. 

Step 6 

Click Save and complete password reset. 

The system will display the Login interface. 
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3 Live 

3.1 Preview Interface Introduction 

After you logged in, you can see the live monitor window. See Figure 3-1. 

 

Figure 3-1 

The preview interface of WEB client includes four function columns; please refer to Table 3-1 for more 

details. 

SN Function Note 

1 System menu  
Click the icon on the system menu to enter corresponding 
function interface. 
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SN Function Note 

2 Encode setting 

It includes following four items: 
Main stream: stream value is much bigger, image definition is 
higher, but it takes bigger bandwidth, which is applied to 
storage and surveillance. 
Sub stream 1: stream value is comparatively smaller than main 
stream, the image is fluent and it takes small bandwidth, which 
is applied to the surveillance instead of main stream when 
network bandwidth is not enough. 
Sub stream 2: stream value is comparatively smaller than main 
stream, the image is fluent and it takes small bandwidth, which 
is applied to the surveillance instead of main stream when 
network bandwidth is not enough. 
Protocol: network transmission protocol type, it supports TCP, 
UDP and multicast. 

3 
Video window 
function option 

Video window function and operation. 

4 
Video window 
adjustment 
 

Video window supports local WEB video image adjustment, 
display mode and fluency adjustment etc. 

Table 3-1 

3.2 Video Window Function Option  

It is to introduce the supported functions when checking realtime video, including relay out, digital zoom, 

snapshot, triple snapshot, record, easy focus, audio, talk and so on. 

The interface is shown as below. See Figure 3-2. 

 

Figure 3-2 

Please refer to Table 3-2 for detailed information.  

Icon Parameter Function  

 

Relay-out It shows if there is any alarm output, status description is as 
follows:  

 ̧ Red: means there is alarm output.  
 ̧ Grey: means alarm is over.  

Click on the button to force alarm to be on or off.  
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Digital 
Zoom 

 ̧ When the video is in the original status, click it you can 
select any zone to zoom in. In the non-original status, 
you can drag the zoom-in zone in specified range. Right 
click mouse to restore previous status.  

 ̧ Click it; you can use the middle button of the mouse to 
zoom in/out the video size.  

 
Snapshot Click on the button to take snapshot, save the picture to the 

path which has been set. 
Note 
Please refer to 5.4.2.1 path for checking or setting storage 
path. 

 
Triple 
Snapshot  

Click it to take snapshot upon the video at the frequency of 
one picture per second. All images are saved to path which 
has been set. 
Note 
Please refer to 5.4.2.1 path for checking or setting storage 
path. 

 
Record Click it to record the video. All videos are saved to path which 

has been set. 

Note 

Please refer to 5.4.2.1 path for checking or setting storage 
path. 

 
Easy focus  Click it, you can see there are two parameters on the preview 

video̔AF Peak and AF Max. 

AF Peak: It is to display the video definition during the focus 
process.  

AF Max: It is the most suitable value for the video definition.  

The closer the AF Peak and AF Max is, the better the focus 
effect is. 

Note 

Easy focus will be disabled automatically after it is enabled for 
five minutes. 

 
Audio  Click the icon to enable or disable audio output. 

Note 
It is only supported by devices with audio function. 

 

Talk  Click it to start or end bidirectional talk. 

Note 

It is only supported by devices with audio function. 

 

Help  Click it to open help file.  

Note 

It is only supported by some models. 

Table 3-2 
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3.3 Video Window Setup   

The interface is shown as in Figure 3-3. 

 

Figure 3-3 

  

3.3.1 Image Adjustment 

See Figure 3-4 for image adjustment. 

 

Figure 3-4 

Click this button to display/hide image control interface. Click it to open picture setup interface. This 

interface is on the top right pane.  

Please refer to Table 3-3 for detailed information.  

Parameter Function  

Video 
setup  

 
It is to adjust monitor 
video brightness.  

Note: 

 ̧ All the operations here apply 
to WEB end only. 

 ̧ Please go to Setup-
>Camera->Conditions to 
adjust corresponding items.  

 
It is to adjust monitor 
video contrastness. 

 
It is to adjust monitor 
video hue. 

 
It is to adjust monitor 
video saturation. 



                        Dahua Network Camera Web 3.0 Operation Manual                                                     

 13 

 

R
e 

Restore brightness, 
contrastness saturation 
and hue to system 
default setup. 

Table 3-3 

3.3.2 Window Display Mode 

It is to adjust the display mode of video window; display mode includes suitable size and original size, 

full screen, original ratio and suitable window, please refer to Table 3-4 for more details. 

Icon Function Note 

 100% Click the icon to display the actual size of video image. 

 
Full 
Screen 

Click the icon to display with full screen; double click the video 

image or press ȍEscȎbutton to exit full screen. 

 
Width and 
Height 
Ratio 

Click the icon to adjust image to original ratio or suitable window. 
 

Table 3-4 

 

3.3.3 Fluency Adjustment 

There are three levels of fluency for you to select (Realtime, Normal, and Fluency). The default is 

normal.  

3.3.4 Rules Info 

Click the button, preview image will display intelligent rules after enabling; it is ñenableò by default.  

3.3.5 Zoom and Focus 

It is to zoom in or out the image size via adjusting focal length, and it can adjust image definition via 

manual, auto or regional focus, or it is to eliminate the adjustment accumulated error of the lens. 

Note 

 ̧ The product series with motorized zoom, synchronous focus and back focus support this function. 

 ̧ It will be auto focus after zoom and focus adjustment. 

Click  and the ñZoom and Focusò interface will be displayed on the right of the preview interface, 

which is shown in Figure 3-5. 
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                                                                  Figure 3-5 

Please refer to Table 3-5 for more details about the parameters of zoom and focus. 

Parameter Function 

Zoom 
Adjust the focal length of the lens by clicking or long pressing ñ+òñ-òbuttons. 

The speed is used to adjust the length of one step during single click. 

Focus 
Adjust the sharpness of the lens by clicking or long pressingñ+òȁñ-ò buttons. 

Step length is used to adjust the length of one step with one click. 

Auto-
focus 

Click to adjust the image definition automatically. 

Note 

Other lens operations are not allowed during the process of auto-focus. 

Restore 
All 

Reset the lens to zero position to eliminate the accumulative error of lens. 

Note 

Please reset when the image adjustment is not clear or operating zoom focus many 
times. 

Refresh 
Synchronize the location of drag slider of lens and zoom focus after hardware zoom 
focusing. 

Regional 
Focus  

Click it and use the mouse to select a zone, then the device can auto focus within the 
specific region.  

Note 

Some devices do not support the function. 

Table 3-5 
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3.3.6 Face Recognition/Comparison 

It is to enable face recognition/comparison function according to the actual environment setting, the 

precondition is to select ñSetting > Event > Smart Planò, enable the total switch of corresponding IVS, 

enable the ñFace Recognitionò or ñFace Comparisonò function in the óEventò. 

Note 

 ̧ Different model series support different functions. 

 ̧ Click the face pictures in the display area; the interface will display the detailed info. 

Click  and the system will display the interface which is shown in Figure 3-6 and Figure 3-7. As you 

can see captured faces and corresponding attributes on the right of the interface, which is shown in 

Figure 3-6, and the face comparison results are shown on the left of the interface, which is shown in 

Figure 3-7. 

 

Figure 3-6 
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Figure 3-7 



                        Dahua Network Camera Web 3.0 Operation Manual                                                     

 17 

4 Playback 

Web client playback supports video playback and picture playback.  

Note 

Before playback, it needs to refer to 5.4 Storage for setting period, storage mode and record control. 

4.1 Playback  

The playback interface is shown as in Figure 4-1. 

 

Figure 4-1 

 

There are four sections: 

 ̧ Section 1: Function of play 

 ̧ Section 2: Playback file 

 ̧ Section 3: Play time cut 

 ̧ Section 4: Record type 

 ̧ Section 5: Progress bar 

 ̧ Section 6: Assistant function 

2 

3 

4 

1 

6 

5 
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4.1.1 Function of Play 

The function of play is shown as in Figure 4-2 and Figure 4-3. 

 

Figure 4-2 

 

Figure 4-3 

Parameter Function 

ŵ Play 
When you see this button, it means pause or not played record. Click on this 
button, switch to normal play status.  

Ŷ Stop Click this button to stop playing.  

ŷ Play by frame 

Click on this button to go to next frame.  

Note:  

You shall pause record when you use this function.  

Ÿ Slow Click on this button to play slowly.  

Ź Quick Click on this button to play quickly.  

ź Silent 
When this button displays, it means audio is silent. Click on this button to 

switch back to normal.  

Ż Volume Click on left mouse to adjust volume.  

ż -1 Fisheye  
Click this button and fisheye device can adjust display mode according to 
different installation mode during the process of playback. 

�™ -2 Rule Info 

Click the button and it will playback and display intelligent rules and object 
detection box if the video is equipped with intelligent rule info after the 
function is enabled, it is off by default.  














































































































































































































































