ua

TECHNOLOGY

How to Configure IVS Function in Milestone

[ Prerequisite]

Milestone Version: Milestone XProtect Advanced VMS Products 2017 R1  (11.1.1)
Milestone Device Pack Version: 9.3.9.0

[ Purpose]

We have several types of IVS events like Tripwire / Intrusion etc. This document shows how
you could configure these IVS events in Milestone.

| Before you apply below steps, please make sure that at least one Dahua Camera added

into Milestone and live video could be displayed properly. Please also aware that the
configuration process of event “Intrusion started” would be shown as an instance (the
configuration process of remaining IVS events like Tripwire / Intrusion etc. are exactly
the same).

Step 1: Click “Cameras” item under “Devices” section:

Site Navigation ~ 3 X
= “ WINZTS90419 - (11.1a)
= E_:] Ba=ics
E Licenze Information
E Site Information

= \,L Eemote Commect Serwvices

\-_*:, fozis One—elick Camera Connectiao
=} D Servers

Efﬂ Recording Servers

El Failover Servers
EE Mobile Serwvers

1Crophones

(2 Spealters
w Metadata
oo Input

W Catput

Step 2: Please see below screenshot marked with number 1-6

Click “Events” button under the “Properties” box
Click “Add” button

Select the event “Intrusion started”

Click “OK” button

Eal A
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5. The “Intrusion started” item appears

» 1 |Properties

- o

Configured events:

4 General
Abandoned object event started - 5

Abandoned object event stopped T 6
Defocus Start

.
Select Driver Event

Defocus Stop
Face Appearing

m

N
N
A
N
% Face Disappearing

% Fire Detection Started event
§

Fire Detection Stopped event —

i

Line cross started

T} Loitering detection event started

Loitering detection event stopped - Enabled

] e .
- 2
| had. ]I[ Delete | 1

Il]o Info I% Settings Iu Streams |. Record |*Motion Io Fisheye Lens Iﬁ Events Il:.-:‘l Client ﬂl’ri‘lzﬂzl?

Step 3: Please see below screenshot marked with number 1 & 2:

1. Click “Rules” under section “Rules and Events” located on the Main Panel
2. Click “Yes” button on the pop-up window

g M b u
= el i . ﬁ_ ] B
B (G Rules and Evints Milestone XProtect Management Client 2017 R1 ﬂ
: @ Time Profiles @™, Do you want to save changes?
[ Hotification Profiles [

k. E

‘ User-defined Ewents
'E' Analytics Events

Generic Events @‘5 2 [ Yes ][ Mo ] [ Cancel

EI@ Security !

Step 4: Please see below screenshot marked with number 1 & 2:

1. Right click the “Rules” under Rules box
2. Click “Add Rule...” on the menu

- ]Rule Information

Goto Freset when FTZ is Collapse
Record on Boolmark BRule E‘ Add Rule... Cirl+MN
Record on Motion Bule -
Record on Request Rule @ Edit RUIEE |
Ftart fudic Feed Rule @ Dielete Rule Delete
Start Feed BEnle
Start Metadata Feed Rul Rename Rule F2

=) Copy Rule...

Validate Rule

Validate All Rules
E Refresh =3

=
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Step 5: The configuration of a particular IVS rule
Please see below screenshot marked with number 1 & 2:

1. Name your new rule (here as “Intrusion - Dahua”)
2. Click “event”

p
Manage Rule

Hame: Intrusion - Dahua 1

Dleseription:

Aotive:

Step 1: Type of rule
Select the rule type wou want to create

[ Ferform an action
(" Perform an action in a time interval

Edit the rule description (elick an underlined item)

Perform an action onf event 2
from devicesfrecording serverfmanagement server

e o]

Finish

On the pop-up window “Select an Event”
Please see below screenshot marked with number 1-4:

Double click “Events”

Double click “Devices”

Double click “Configurable Events”

Scroll down and find the item “Intrusion started” item

pwnN e
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’
Select an Event

I E Eventsl L

ﬁ;bandoned object event started
Abandoned object ewvent stopped
hdaptive motion ewent started
hdaptive motion ewent stopped
Anti-Masking Output Start
Anti-Masking Output Stop
Anti-Botating Output Start
Anti-Botating Output Step
Archiwing Failed

fudio Falling

fudioe Fassing

dudie Rising

[ futo tracker event started
[ | Auto tracker event stopped
Camera Shifted
DayHightMadeFalling
TiawHishtMadeRizine i
[ 0K ] [ Cancel
e

Please see below

screenshot marked with number 1 & 2:

1. Select “Intrusion started”
2. Click “OK” button

Select an Event

- W

Feed Owerflow Stopped (HY)
Fire Detection Started ewent
Fire Detection Stopped event
I1legal Access

Images Receiwed

Input ketivated

Input Changed

Intrusion started

TLri=100 SLOPLed
Line Counter &

Line Counter B

Linked Event Falling

Linked Event Riszing

Loitering detection event started
Loitering detection ewant stopped
Low Battery Output Start

Master Alarm Start

Master Alarm Stop

Motion Started (HA)

Motinn Stormed (HET

m

2[ 1)1

Cancel
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Please see below screenshot marked with number 1 & 2:

1. We can see it’s showing “Perform an action on Intrusion started”
2. Click “devices/recording server/management server”

[ = B
Manage Rule E@Iﬂ

Hame: Intrusion — Dahua

Description:

Active:

Step 1: Type of rule
Select the rule type you want to create

[ Ferform an =

() FPerform an action in a time interval

Edit the rule description [click an underlined item)

Perform an action ondIntrusion startedl L
fromldevicesj'recording server/management server I 2

o ([ [ mws

The pop-up window “Select devices and groups” appears
Please see below screenshot marked with number 1-4:

Click “All cameras”

Click “Add” button

“All cameras” appears under Selected box
Click “OK” button

PwoN e
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" _—
Select devices and groups ﬂ
-

Device Groups | Recording Servers Selected:
—_——
lﬁ M1 cameras 3
e

4 [ 0K ]! [ Cancel

Please see below screenshot marked with number 1 & 2:

1. We can see it’s showing “from All cameras”
2. Click “Next >” button

r '
Manage Rule |‘:' = |

Fame: | Intrusion — Dahua |

Description: | |

heotive:

Step 1: Type of rule
Select the rule type wou want to create

[(JFerform an action on

() Perform an action in a time interwval

Edit the rule deseription (click an underlined item)

FPerform an action on Intrusion started

from h1]l cameras 1

Help ] [ Cancel 4 Back Fext > l l Finish

6/10



@lhua

Please see below screenshot marked with number 1-5:

1. Tick the entry “Day of week is <day>"
2. Click “days”
3. Tick all from “Monday” to “Sunday” under the pop-up box “Select Days”
4. Click “OK” button
5. Click “Next >” button
Manage Rule = B &
Hame: Intrusion — Dabma
Deseription:
hetive:
Step 2: Conditions
Select conditions to apply
D'ﬁ'ithin selected time in <time profile’ . -
Dﬂutside zselected time in <time profiler Select Days M

Within the time period <start time® to <end time>

= 1 e
Triiom window? Tues"&;}
[¥]Wednesday
[/] Thur sday 3
Frida}'
Edit the rule description (click an underlined item) Saturday
[¥] Sunday
Ferform an action on Intrusion started

from A1l cameras

day of week ¥ 2 4 0K ] l Cancel

[ Help ” Cancel ] ’ < Back I [ Rext > ] [ Finish

Please see below screenshot marked with number 1-5:

Tick the entry “Make new <log entry>"

Click “log entry”

Click the items from “Device name” to “Recording server name” one by one
Click “OK” button

Click “Next >” button

vk wnN e

7/10



@lhua

Manage Rule

Hame: Intrusion - Dahna
Dezcription:
hetive:
=
Select a Log Entry - ﬂ
Select actions to perform
Text to log:

Send notification to <profileX

DStop plug—in on <devices>
I:‘Apply new settings on “dewices
[[]5et Matrix to wiew “devices?
I:‘Send SHME trap

[Retrieve and store remote recor

Edit the rule description (click 4|

Ferform an action on Intruszion =tif
from All cameras

day of week iz Monday, Tuesdaw Wi

Create log entry: _ £ entry’

2z

$DeviceName$$EventNane$$Tri zzerTimebERul eHamebRe cor derHame})|

Add system information (elick links to insert wariables in log text)

Dlewice name
Event name 3
Trigzering time

Bule name

Recording server name

Cancel

|

Finish

I

Please see below screenshot marked with number 1-3:

1. Select the entry “No actions performed on rule end”
2. Make sure all these configured items are existing in this area
3. Click “Finish” button

¥
Manage Rule

Hame:

Desecription:

Active:

Intrusion - Dahua

Select ztop oriteria

Step 4: Stop criteria

“) Perform stop action after <timer
tionz performed on rule end 1

() Perform stop action on <event?

Edit the rule description (elick sn underlined item]

from All cameras

day of week 1s Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday

Perform an action on Intrusion started 2

Create log entry: *IDeviceNameffEventHameddTrizzerTimed$Rul eNamefiRe cor derHamed’

3

|

Cancel

Hext >

Finish

] [ ¢ Back
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Now, we can see this rule “Intrusion - Dahua” created successfully:

Fules o

y Default Goto Frezet when FTI is=
Dlefanlt Record on Bookmark Rule
E Default Record on Motion Rule
E Dlefanlt Record on Request Rule
[=] Defanlt Start Audio Feed Rule
Dlefanlt Start Feed Bule

i=| Default Start Metadata Feed Rul

Intrusion — Dahna

Eule Information

Hame:

Intrusion - Dahma

Description:

efinition:

Ferform an action on Intrusion started
from All cameras

day of week is Monday, Tuesday, Wednesday, Thorsday, Friday, Saturday, Sonday
Create log entry: " $DewicelameffEventHameffTrigperTime$$hul elameffRecor derHamef’

Step 6: Check the event log when configured event triggered

1. Click “Rule Log” under “Server Logs” which located on main panel “Site

Navigation”

Zite Navigzation -~ 0 X

= “ WINZTSO90419 - (11.1a)
(] Basics
l=_5 Bemote Commect Serwices
Serwers
% Devices
L tlient
E'!- Bules and Ewents
E@ Security
System Dashboard

=] Server Logs

Iil Swstem Log
E fudit Log

1

3 @D Access Control
[&23 Tran=act
\_!\ Alarms
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2. Please see below screenshot showing the “Rule Log” part:

We can see the event with type “Intrusion” already recognized by Milestone

Rule Log

Search criteria

Service name: Source

=

Level UTC Time
2] 2016816 3:33:02

Local Time D
| 20188116 11:33:02 | 7001

Event type ule name

= & EIL aw [ s

| Event Type
Intruson suned

Source Name
Dahua IPC-HF5231E (10.15.6.114) - Camera 1

Generator Type  Generator Name
| Oriver device

Description
Dahuz IPC-HF52

Service Name | Rule Name | Source Type
WINZT5390419 | tntrusion - Daua | Device
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