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Term Note 

AIoT The Artificial Intelligence of Things 

AK Access Key ID 

DoS Denial of Service 

GDPR General Data Protection Regulation 
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KDF Key Derivation Function 

RBAC Role-Based Access Control 

sSDLC secure Software Development Lifecycle 

SK Secret Access Key 

SSL Secure Sockets Layer 

TLS Transport Layer Security 
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2.1 Security Organizational Structure 
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2.2 Security Training 

 

- Security Training for New Employees: To enhance the cybersecurity awareness of new 

employees, Dahua employs a systematic learning approach. Specifically, targeted security 

training courses are designed for employees in key positions. Only after successfully 

completing the training and passing relevant examinations, are they officially employed. 

- Daily Email: Tips on cybersecurity. To remind employees of cybersecurity issues, Dahua 

regularly sends common problems in the form of pictures and descriptive text by email. 

- Cybersecurity Awareness Month: A series of engaging activities are conducted both online 

and offline, including poster publicity, security knowledge Q&A, security risk collection, 

signature wall, photo contests with likes as a voting mechanism, theme training and more. 

- Cybersecurity Coding Empowerment Plan: Dahua conducts at least 2 sessions of security 

coding training and evaluation per year. Additionally, the company regularly shares 

related articles to enhance developers  understanding and proficiency in security coding 

practices. 
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- Cybersecurity Technology Challenge: Participants are encouraged to utilize their security 

skills comprehensively. This includes engaging in tasks such as in-depth vulnerability 

mining, evidence collection and analysis, as well as attack and defense. Along with the 

growth of attack and defense mechanism, participants have also demonstrated significant 

improvements in their capabilities. 
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4.2 Security Technology 

4.2.1 Host Security 
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4.2.1.2 Trusted Upgrade  
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4.2.1.3 System Hardening 
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4.2.2 Service Security 

4.2.2.1 Identity Authentication 

4.2.2.1.1 Digest Authentication 

 

- The client with a username requests a login from the server. 

- The server returns the status code 401 and generates parameters such as realm and nonce. 

- The client calculates the digest based on information such as realm, nonce, user name, and 

password, and requests the server to log in again. 

- The server verifies the received digest with the same calculation based on the locally stored 

password. 
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4.2.2.1.2 AK/SK Authentication 

 

- The requester builds a message body with AK, timestamp and more. The SK is used to 

sign the request. 

- Upon receiving the request, the responder verifies the validity of the timestamp and uses 

the corresponding SK to authenticate the signature. Only when the verification is 

successful will the party respond to the business request. 
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4.2.2.1.3 Digital Certificate Authentication 
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4.2.2.2 Account Security Management 
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4.2.2.3 Authority Control 

 

4.2.2.4 Session Security 
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4.2.2.5 Secondary Authentication for Key Operations 

 

4.2.2.6 Log Specification  
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4.2.2.7 Network Log 
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4.2.2.9 Web Security 
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4.2.2.10 Middleware Hardening 
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4.2.3 Data Security 

4.2.3.1 A/V Encryption 
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4.2.3.2 Configuration Encryption 

4.2.3.2.1 Password Irreversible Encryption 
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4.2.3.2.2 Configuration Data Encryption 
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4.2.3.4 Backup and Restoration 
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5 
5.1 Legal and Regulatory Compliance 

 

 

5.2 Testing and Certification 
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The GDPR has been recognized as one of the most stringent data protection regulations 

to date. It has set strict and high-level requirements for data security and privacy protection, 

covering a wide range of aspects. Based on GDPR, the European Telecommunications 

Standards Institute (ETSI) has collaborated with product manufacturers, academia and 

government agencies to develop ETSI EN 303645. This standard aims to address significant and 

widespread cybersecurity vulnerabilities and protect user privacy. 

In line with regulations such as GDPR, the Personal Information Protection Law, Dahua has 

developed and continually improved the Dahua Personal Data and Privacy Protection Standard. 

This standard also incorporates guidelines from ETSI EN 303645, as well as other industry 

standards such as the Personal Information Protection Specification. The software platform 

adheres strictly to the standard for design, development and implementation. Dahua also 

invites third-party evaluators like France Bureau Veritas (BV) to conduct testing and evaluation. 

As a result of this diligent approach, Dahua has successfully obtained the ETSI EN 303645 

certificate. This certification signifies that Dahua software platform is well-equipped to assist 

customers to comply with GDPR regulations.  
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7 Security Commitment and Recommendation
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【让社会更安全 让生活更智能】 
 


